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1	Decision/action requested
Editor's Note: Solution #13 analysis is FFS.
Summary of solution has been provided. Since not all ENs are resolved in the solution, this is mentioned as well.
Editor's Note: FFS how to address the following questions: what should the NFc do if the response comes from another entity than the intended producer.  Should the NFc assume that the SCP has reselected the producer and accept the response? Or should the NFc reject the response?
Resolved, by adding that it cannot be distinguished whether the SCP is reselecting as attacker or because of performance.
Editor's Note: It needs to be clarified what are the cases of compromised SCP and whether they are addressed by the proposed solutions.
[bookmark: _Hlk118648731]It is proposed to add explanary text in the normative requirement clause for SCP.
2	References
[1]	3GPP TR 33.875
3	Rationale
Updating clause on trust to elaborate more on standalone and service mesh SCP.
4	Detailed proposal 
**** START OF CHANGES
[bookmark: _Toc112794869][bookmark: _Toc117088853]7.1	KI#1: Authentication of NRF and NF Service Producer in indirect communication
[bookmark: _Toc112794870][bookmark: _Toc117088854]7.1.1	Analysis
The key issue addresses the scenario of an intermediary such as a standalone SCP to be compromised. In this case, the NF Service Consumer is not able to verify if the NRF response or the NF Service Producer response has been received by a legitimate entity. However, it also needs to be considered that reselection of the NF Producer by the SCP can be a desired feature.
3 solutions are presented to cover this key issue.
[bookmark: _Hlk110857410]Solution #1 and extended solution #6 are based on using the concept of CCA for the NF Service Producer or the SCP, i.e., similar to the CCA used for the NF Service Consumer as specified in 3GPP TS 33.501 [2]. Such a token is introduced to allow a client to validate the sender of a response directly, even if an SCP is in between. 
Solution #1 has a limited scope as provided in the respective evaluation part in clause 6.1. 
Solution #6 superseeds solution #1, overcoming some of the limits of solution#1 in case of Model C, also addressing the scenario of reselection of the target NF.
The optional inclusion of such a token including a NF Set Id allows a NF Service Consumer to validate if the NF sending the response is the producer that NFc has selected by itself or if it is a producer of the same NF Set or NF Service Set as indicated in the OAuth token received from NRF. The token cannot be used, if SCP has applied reselection of NFp outside of an NF Set.
Solution #6 addresses Model C with direct TLS between NF consumer and NRF for discovery. It does not address Model D or Model C without direct TLS between NF consumer and NRF for discovery. It requires that the NF Service Consumer has knowledge about which NF Service Producers are in the NF Set of the producer.

Solution #13 separates the authentication of the recipient from the service request by providing an independent procedure to allow the NF Service Consumer to identify the target (NF or NRF), NFc gets first an assertion token, Server Credential Assertion (similar to CCA), from the target (server) and verifies it. An additional round trip is needed by this procedure. Similar to above analysis, if SCP is reselecting the NFp, the solution cannot avoid the threat.
Solution #13 has still unsolved editor’s notes.
[bookmark: _Hlk116558802]Editor's Note: Solution #13 analysis is FFS.
[bookmark: _Hlk116482494]For the case of reselection, by all the solution it is unclear, how NFc can distinguish whether SCP has reselected as an attacker or for performance. 
Editor's Note: FFS how to address the following questions: what should the NFc do if the response comes from another entity than the intended producer.  Should the NFc assume that the SCP has reselected the producer and accept the response? Or should the NFc reject the response? 

Editor's Note: It needs to be clarified what are the cases of compromised SCP and whether they are addressed by the proposed solutions.
[bookmark: _Toc112794871][bookmark: _Toc117088855]7.1.2	Conclusion 
The solutions provided TBDaddress only the cases where NFc selects NFp and no producer reselection by SCP has been done outside an NFp Set, NFc can verify in the service response that NFp is the intended producer or part of the producer set. Thus, since the solutions only cover a very limited part, it has been decided to not follow up this key issue with normative work by providing new solutions.
During the study it bacam clear that the functionality that an SCP is providing need to assume trust, whether the SCP is co-located with the NF or standalone serving many NFs. The current specification text could be improved in this regard.
It has further been decided to clarify the SCP requirements in clause 5.9.2.4 of TS 33.501 with regard to SCP being the intermediary and also contact point to NRF, which has a specific role as NF.  
Bold text shows the proposed additions to the existing specification text in 33.501 with regard to SCP role.

33.501 clause 5.9.2.4 Requirements on the Service Communication Proxy (SCP)
The SCP has interfaces with Network Functions (NF), NRF, and peer SCPs within the PLMN. The interface between the SCP and the NRF, the SCP and the NFs, and between the two SCPs shall fulfil the following requirements:
-	Mutual authentication shall be performed between the SCP and NFs, between the SCP and NRF, and between the two SCPs within the PLMN.
-	All communication between the SCP and NFs, between the SCP and NRF, and between SCPs shall be confidentiality, integrity and replay protected.
If SCP endpoints are co-located with the NFs, the above two requirements may be satisfied by colocation.
The SCP shall provide confidentiality, integrity and replay protection for its internal communication over SCP internal network interfaces.
NOTE: Hop-by-hop security allows an entity on the path to gain full access to signalling messages exchanged. An intermediary node such as SCP can read, hide, or modify the originator information. Thus, if no e2e protection between NF and NRF via SCPs is implemented, trust in SCP is equally assumed as trust in NRF.


**** END OF CHANGES
